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Course Description: 

Introductory course in Computer Networking.  Covers data communication basics, network models, ethernet, cabling, remote connectivity, wireless networking, and basic TCP/IP operation and configuration.
Course Objectives:

· Demonstrate and practice procedures listed in Student Outcomes

· Introduce and discuss common data transmission mediums

· Introduce and discuss network models and topology

· Introduce and study the OSI model

· Introduce and discuss network security topics

Student Learning Outcomes:
Upon successful completion of this course the student should be able to:

· Define and discus basic data communication terms and concepts

· Discuss the major types network applications

· Understand and work with the OSI and TCP/IP network models
· List and describe common networking protocols
· Discuss binary representations of data
· Distinguish the pros and cons of the major cabling types

· Understand the pros and cons of the major networking topologies

· Understand the Ethernet standards

· Discuss radio signal propagation, including spread spectrum

· Discuss current wireless standards (i.e. 802.11 and Bluetooth)

· Describe WAN technologies, including Virtual Private Networks

· Describe TCP/IP operation and properly configure TCP/IP properties

· Describe security threats and their remedies (security management, authentication mechanisms, firewall protection, cryptography etc.)

· Describe client/server architectures, web standards and peer-to-peer computing

· Understand recent trends & applications in PC communications, including ATM, ADSL, cable modems, video phones, home entertainment centers, real-time video, etc.

Length of Course:
33 lecture hours
Grading Method:
Letter Grade (A-F) or Pass/No Pass

Prerequisites:
Recommended: MTH-092 or prior exposure to base-2 numbering systems 

concepts.
Required Text: 
Mike Meyers CompTIA Network+ Guide to Managing and Troubleshooting 

Networks, Second Edition.  McGraw Hill 2009. ISBN: 978-0-07-161483-2
Major Topic Outline
1. Data Communication Fundamentals

a. Digital vs Analog

b. Communication Channels (including Duplex)

c. BaseBand vs Broadband

d. Modulation (Frequency, Amplitude, Phase)

e. Asyncronous vs Synchronous

f. Parity and Checksums

g. Bandwidth vs Throughput

h. Propagation, Attenuation, and Noise
i. Multiplexing 

2. Network Models

a. OSI Model

b. TCP/IP Model

3. Network Topology
a. Types: Bus, Ring, Star, Mesh, Point-to-Point and Point-to-Multipoint

b. Physical vs Signaling

4. Cabling

a. Coax

b. Twisted Pair

c. Fiber Optic

5. Ethernet Standards and Operation

a. 10/100/1000BaseX standards

b. Operation

6. TCP/IP standards and Operation

a. Significant Protocols at each layer

b. Basic Properties, their purpose, and how they relate

c. Common command for configuration, testing, and troubleshooting

7. Remote Connectivity

a. Telephony

b. Last Mile (Dialup, DSL, Cable, Satellite, Wireless, Fiber)

c. Remote Access

8. Wireless Networking

a. 802.11 standards
b. Wireless Security (WEP, WPA, WPA2, etc.)

c. AdHoc and Infrastructure modes

d. Configuration and Troubleshooting

9. Security

a. Common Threats 

b. Preventative measures

c. Authentication and Authorization 

d. Firewall Basics

